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This document consists of two parts,
an executive summary of the D2.5 Cross-sectorial roadmap consolidation from page 7 to 17
and the complete D2.5 Cross-sectorial roadmap consolidation report from page 18 to 53.
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1. Executive Summary

Big Data doesné6t need an introduction. The BI G
funded by its partners and the EU Commission under the 7th Framework Programme. It began
in September 2012 and closed in October 2014.

The first objective of the BIG project was to define a roadmap that takes the following 3 aspects
into considerations: technical, business, and policy aspects. And not just focusing on the pure
technical issues, but also establishing priorities based on expected impact. We list consolidated
requirements, the derived roadmaps and action fields for policy, business, and society. This
shoul d hel p tadievabte 4.9% additionaltgioveth with Big Data in Europe.

The second objective of the BIG Project consisted of building an industrial community around
Big Data in Europe that helps Europe in positioning its industries in the Big Data domain. This
objective was reached in the Fall of 2014 with the launch of the Bigdatavalue.eu partnership,
and participation of BIG partners in a cPPP launched in Brussels on the 13th of October. (See
for more details™.)

The consolidated results comprise a prioritised set of cross-sector requirements, technology
roadmaps, policy and action recommendations in the three areas of policy, business, and
society.

1.1. Methodology

One of the core results of the BIG project are a set of sector-specific roadmaps for the uptake of
big data in a total of 10 selected economic sectors. In a matrix approach they are developed in
conjunction with technical working groups covering the five technology areas of the data value
chain. The following sectors are covered in the BIG project:

0 Healthcare

0 Public

0 Finance and Insurance

0 Telecom, Media & Entertainment

0 Energy, Transport, Manufacturing, and Retail

The three main target audiences for the roadmaps are all stakeholders involved in (i) industrial
applications using big data, (ii) technical offerings for big data, and (iii) regulators and support
agencies.

The consolidated r oadmap 6 ssecigralabusinessareqeirenteots andl e nt i f
goals and how they relate to the projected developments in technology. They aim to maximize

and sustain the impact of big data technologies and applications in the various industrial sectors

thus identifying and driving opportunities in Europe.

The consolidation of the individual sector roadmaps took place in four phases:

! http://www.bigdatavalue.eu/index.php/7-pages/64-big-data-public-private-partnership-signature
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Investigation phase to identify sector requirements and big data technologies

2. Consolidation phase to establish a common understanding of requirements as well as
technology descriptions across domains

3. Mapping phase to identify any technologies needed to address the identified cross-
sector requirements

4. Temporal alignment to highlight which technologies need to be available at what point in

time by incorporating the estimated adoption rate by the involved stakeholder.

17 cross-sector requirements could be identified and will be explained in further detail in the
following section (see list below).

Foll owi ng this consolidation and alignment of
technology roadmap, a prioritisation of the requirements has been carried through, based on a

set of 13 criteria, ranging from quantitative market size to growth potential, including societal

and environmental aspects and the competitiveness of European players.

As a final consolidation of these data, and taking stakeholder input into account (see below),
action items and roadmaps have been collated for three areas: policy, business, and society.
Stakeholder input has been compiled by the stakeholder engagement team from a highly
valuable group of experts in technology and the sectors through additional workshops,
meetings, calls, questionnaires with the main goal to provide feedback. Additionally we used
some data from the public consultation and workshop of the Big Data Value Association. The
aim was to get an as much European specific focus as possible. The latter input has also been
used for a SWOT analysis (in the appendix) that we also used by focussing on weaknesses,
opportunities, and threats which were prioritised and merged into the technical requirements.

1.2. Consolidated Requirements

In order to establish a common understanding of requirements as well as technology descrip-
tions across domains, the sector-specific requirement labels were aligned. Each sector provided
their requirements with the associated addressed user needs. In dedicated meetings, similar
and related requirements were merged, aligned, or restructured. Thus, the initial list of 13 high-
level requirements and 28 sub-level requirements has been reduced to 5 high-level require-
ments and 12 sub-level requirements (cf. Figure 1). All requirements that were requested by at
least two sectors were included in the cross-sector roadmap definition.
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Data Management Engineering

* Data Enrichment "TME | HEA™
* Data Integration SHEAS] “PUB T FRI T TME™
* Data Sharing SREASY PUB § F&l |

e Real-time Data Transmission ...

Data Quality

¢ Data Improvement TME

Data Security and Privacy

Data Visualization and User Experience

Deep Data Analytics W - RET

e Modelling and Simulation . .
e Natural Language Analytics ...

e Pattern Discovery [ PUBT R TVIE™
¢ Predictive Analytics [“POBER=TIVIES
e Prescriptive Analytics TME') ERT |
* Real-time Insights CPUBSISTVES] ERT |
¢ Usage Analytics &I TVE )
Sectors
[THERA Health
m Public

“ Finance & Insurance

m Telecom, Media & Entertainment

2201 Energy & Transport

Manufacturing
Retail

Figure 1: List of cross-sectorial requirements (and demanding sectors)

1.3. Prioritisation

This set of cross-sector and high-relevance requirements still needs prioritisation according to
its impact. Based on a set of selection criteria and input from various sources, the requirements
are structured in a relative ranking as shown in Figure 2. The four most urgent requirements are
Data Sharing and Data Integration (both subfields of Data Management Engineering), Real-time
Insights and Data Security and Privacy. The status of the corresponding technology develop-
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ments is shown in the following roadmaps and their impact on policy, business, and society
development is discussed afterwards.

This ranking is developed in a process of collating technologies, use cases, emerging trends, as
well as input from our stakeholders through the sector forums and our technical working groups.
In particular, when identifying high-level application scenarios we conducted a clustering phase
followed by a ranking phase, the latter based on such priorities. In the Technical Working
Groups, we focused on the identification of key topics and consider mainly the landscape for Big
Data generation, where the Sector Forums will consider mainly Big Data consumption, i.e., use
cases.

As the basis for each ranking, we used a table-based approach that evaluates each candidate
according to a number of applicable parameters. In each case, these parameters were collected
with the goal of being sector independent. Furthermore, we investigated quantitative parameters
where possible and available.

In accordance with our stakeholders, we considered the following parameters (humbers if they
were available, otherwise scales from 1 to 4) in order to prioritize and also rank the various
technical requirements.

number of affected sectors

size of affected sector(s) in terms of % of GDP

estimated growth rate of the sector(s)

possible prognosticated est. growth rate by the sector due big data technologies
estimated export potential of the sector(s)

estimated unblocking of new technologies through that technology

estimated potential cross-sectorial benefits

estimated societal impact

estimated environmental impact

estimated innovation potential

estimated potential this technology has higher chances for European companies
technology already lead by European company

short term low hanging fruit

A A8 _8_98_9_9_-92_-4a_-4a_-9_-2._-2

In contrast to technology roadmap developments accomplished in the context of a single com-
pany, our approach covers the development of a technology roadmap for the European market
across different sectors. This roadmap includes the feedback from our stakeholders, the market
players.

Not all relevant numbers and inputs were available as the speed of technology development
relies on several factors (e.g. market adoption), we rely on forecasts and (our own) estimates.
As a consequence, it is not always possible to come up with precise numbers needed for provi-
ding the timeline of technology milestones and defining specific impacts.

We estimated the priority of following technical requirements with the approximated and
sometimes missing numbers. Further detailed research is recommended.

© BIG consortium Page 11 of 57
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Scoring of technical cross-sectorial requirments

Level 1: important requirements

Level 2: very important requirements

Data . Level 3: urgent requirements
Improve-
ment

Real-time
Data
Transmission

Data
Management
Engineering

Modelling
and
Simulation

Natural
Language
Analytics

0‘7’6
(5
ay o

i
e emen ts

Analytics

Figure 2: Cross-sectorial requirements prioritized

Colour indicates the level of estimated importance, size of the bubble the estimated affected
sectors of the industries.
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1.4. Consolidated Roadmap

In a first step, individual technology roadmaps have been developed by the BIG project for each
of the 10 sectors covered. See D2.4.2 for all the details, a summary is given below. Taking both,
the prioritisation of requirements (Figure 2) and the consolidated technology roadmap (Figure 3)
into account, the following sections provide a qualified overview over the most important action
items in three fields: policy, business, and society.

1.4.1 Technology roadmap

In order to find out which technologies are needed at what point in time as well as how techno-
logies interrelate with each other, a systematic approach for predicting technology develop-
ments is needed. The developed technology roadmaps establish such a framework by aligning
user needs and associated requirements with technological advances and the related research
questions.

As our approach covers the development of a technology roadmap for the entire European
market, cutting across sectors, it is not possible to come up with a precise timeline of techno-
logy milestones, as the speed of technology development and its adoption on the market relies
(i) on the degree to which the identified non-technical requirements will be addressed and (ii) on
the extent to which European organizations are willing to invest in Big Data developments and
use case implementations.

In order to implement the scope of the technical goals prompted by the requirements, Figure 3
depicts the estimated timeline (for the major field of Data Management Engineering) it may take
until the different research challenges are solved by indicating expected outcomes that build on
top of each other. Corresponding timelines for Data Visualisation and User Experience, for Data
Quality, and for Deep Data Analytics can be found in the full document. However, these
timelines do not highlight the importance of technology areas to address at a strategic level, that
is, at EU policy level; this is tackled in the following section.

For a more detailed version of the timelines per sector please refer to D2.4.2.

© BIG consortium Page 13 of 57
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Multilingual data
Standardized Knowledge-based Annotation

Data Management Engineering

Anomaly detection

1D technologies
Robust sensors

Entity matching,
Data alignment

Triple stores Scalable triple stores

Je stores (images)

2014 2015 2016 2017 2018 2019 2020
Sectors
[HEA™] Health
m Public
m Finance & Insurance

m Telecom, Media & Entertainment

Energy & Transport
Manufacturing
Retail

Figure 3: Timeframe of the major expected outcomes for Data Management Engineering

1.4.2 Stakeholders

To derive actionable and prioritised issues from the requirements and technology
roadmaps as analysed above, we look at the following stakeholders (from the SRIA of
cPPP, with minor editing):

fEurope needs to establish strong players in order to make the whole Big Data ecosystem, and

consequently Europebébs economy, strong, Vvibrant a
following key stakeholders are seen as actors along the Big Data Value chain:

© BIG consortium Page 14 of 57
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User Enterprises, e.g. enterprises in all sectors and of all sizes (including start-ups) that want
to improve their services and products using Big Data technology, data products and services.

Data Generators and Providers that create, collect, aggregate, transform and model raw data
from various public and non-public sources and offer it to customers.

Technology Providers that provide tools & platforms that offer data management and analytics
tools to extract knowledge from data, curate and visualize it.

Service Providers that develop Big Data applications on top of the tools and platforms to
provide services to the user enterprises.

In addition, the following organisations and communities will have impact on data-driven
ecosystems that are building on top of the Big Data Value chain:

1 Regulatory bodies to define privacy and legacy issues related to the data usage
International/national de-jure and de-facto standardisation bodies in order to promote
new concepts, systems and solutions for global adoption in international standards

i Collaborative networks where different players in the value chain collaborate to offer
value services to their customers based on data value creation Furthermore, the known
stakeholders in H2020 along the phases of research, innovation, exploitation, and

usage wil/l pl ay one or more roles of the Eur

1.4.3 Roadmap for policy

The role of the policies and agendas of the European Union to push Big Data forward is
essential. They will ensure that Big Data can reach its full potential in Europe.

Policies 2015 ‘ é 2019 or earlier

1. Education, skills

Big Data education
shortcomings are tackled.

Best continent for Big Data
education

2. Single digital
market

Focus on creating Single
European Data Market.

Single European Data Market
for 500 Million users
established.

3. Funding for Big
Data technology

Trying not to lose further
ground (850 Mio.)

2x size of VC scene in Europe
as of 2015

4. Open data & data
silos

Discussion open
government data by
default.

Europe leading in Open Data.
Minimized data silos.

5. Privacy & legal

Starting public debate,
#EUDataP signed

Good balance for people and
business reached

6. Foster technical
infrastructure

Continuing fostering the IT
environment

Sectors closing in to US / Asia

© BIG consortium

Table 1. Policy roadmap - executive summary version
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1.4.4 Roadmap for business

Business

1. Attitude of
Change. Starts at the
top &
Entrepreneurial
spirit

| 2015

The change at the top
should start.

6

2019 or earlier

The change at the top in
European companies is
finished.

2. Business model

Start looking out for new
business models.

Still successfully looking out
for new business models.

3. Privacy by design

Start implementing
privacy by design.

Privacy by design by default.

4. Education of
workforce

Start educating your
workforce on Big Data.

Big companies are almost
independent. Significant
increase of Big Data
employees.

5. Standardisation

Start of the
standardisation process.

Major steps in standardisation
are done.

6. Increasing R&D

Start increasing the Big
Data R&D spending

Minimum of 25% more Big
Data R&D

Table 2. Business roadmap - executive summary version

1.4.5 Roadmap for society

Additionally to the roadmaps and actions plan for policy and business, we provide an action
plan for the society in Europe. Without the support of the European citizen, the legislation,
regulation, adaptation, and business of the Big Data technologies can be delayed and therefore
not fully unfold the forecasted opportunities. An awareness campaign to unlock that huge
hidden potential would be really useful in order to motivate European citizen and society. This
campaign could include the embracement and presentation of role-models (especially females,
and people with migration background). We expect a positive long-term effect in the different IT
and innovation sectors.

Society | 2015 ‘ é | 2019 or earlier

1. Education, skills Are you already coding? Four times the coders and big
data skill people in Europe as

in 2014

2. Collaborative Are you connected? Leading continent with regard

in open data?

networks to democratic Big Data
community.
3. Open data Are you already engaging Europe as leading Open Data

society.

4. Entrepreneurship

Are you data engaged?

Significant increase of Big
Data engagement.

5. Engagement in
Europe, Civil Society,
Citoyen

Are you voting or staying
in contact with your MEP?

Europe is the most digital and
political big data engaged
society

© BIG consortium
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6. Privacy & Trust in What 6s your s Europe leading continent in
big data privacy and big data? Do privacy. Significant increase of
you trust Big Data? trust in Big Data.

Table 3. Society roadmap - executive summary version
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1.5. PPP

A major step towards implementing the goals and means contained in these roadmaps has
been achieved by the formation of a cPPPd a contractual Public-Private Partnershipd between
the EU and the newly founded Big Data Value Association (BDVA). On 13 October 2014 the
signature of BDV PPP took place in Brussels, by the European Commission Vice-President
Neelie Kroes and the President of the BDVA Jan Sundelin, TIE Kinetix. Many of the partners of
the BIG project are already members of the BDVA which is expected to grow into a major player
in Europe. For full details, see D4.3.2, D4.4 and http://www.bigdatavalue.eu.

1.6. Appendix: SWOT

As an appendix, a SWOT analysis of Big Data in the European market has been compiled from
the various sources of the BIG project and the BDVA. A number of workshops, personal
interviews and questionnaires were organised in order to ensure that the objectives set out in
this cross-sectorial roadmap are based on the real needs of the big data stakeholders and to
identify main priorities and a SWOT analysis for each of the sectors, including consideration of
the benefits derived from cross-sector fertilization in Europe.

The workshops addressed different industrial sectors (energy, manufacturing, environment and
geospatial, health, public sector, content and media) and to gather feedback on cross-sector
aspects and the views from SMEs, start-ups and knowledge individuals. A compilation of the
workshop results in combination with the feedback from the public consultation of the BDVA
project provided an integrated SWOT analysis for the European big data market, covering
General European Aspects, as detailed below

European Market and Business, see Appendix

Technical Aspects, see Appendix

European Data and Content, see Appendix

European Education and Skills, see Appendix

European Policy, Legal, and Security, see Appendix

European Data Usage, see Appendix

These essences form the basis for the scope of the cross-sectorial roadmap.

E R

1.6.1 General European Aspects:

Strengths
1 Compared to the rest of the world, Europe has a strong medium-sized sector, also
withregard to Big Data (o6hidden championsd)
f Because these SMEOs operate in very narrow
markets to work on an economic scale.
1 There is deep knowledge about local markets and local customer problems and an
ability to develop customized products, such as language and legislation dependent
products.
1 Europe offers a stable environment in terms of life standards, currency, etc.
1 European multilingualism and diversity

Weaknesses
1 Europe is decentralized which can lead to disparate policies and clusters
1 Some domains are characterized by conservatism and long innovation cycles
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I There is a lack of a solid start-up culture, because of risk aversion and intolerance
of failure (exceptions would be Estonia and some regional areas)

There are few European data analytics solutions providers

There are few larger companies to lead the market, and many small sized
companies that need nurturing opportunities

E

Opportunities

Various cultures and various strengths can result in creative thinking if they are
mixed

Best practice examples in other initiatives can lead to synergies

Strengthening the European market, e.g. by fusing the emerging start-up nucleus
Create lots of SMEs for the low hanging fruits of Big Data for which agility is
required

Investment in the entire innovation chain, beyond basic research

Investment support mechanisms for SMEs (e.g. European loans)

E | E N ] =

Threats

Europe is lagging behind the US in the Big Data technology, market & adoption
US players and their bottom-up ideas are dominating the market

Europe does not have a Big Data and data-sharing culture

Insufficient capabilities of European companies to scale to the world market

E R ]
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2. Introduction

The first objective of the BIG project is to define a roadmap that takes the following
3 aspects into considerations: technical, business, and policy aspects. And not just focusing on
the pure technical issues, but also establishing priorities based on expected impact. We list
consolidated requirements, the derived roadmaps and action fields for policy, business, and

society. This should help to Asecureo the 1.

The second objective of the BIG Project consisted of building an industrial community around
Big Data in Europe that helps Europe in positioning its industries in the Big Data domain. This
objective was reached in the fall of 2014 with the launch of the Bigdatavalue.eu partnership, and
participation of BIG partners in a cPPP launched in Brussels on the 13th of October. (See for
more details®.)

The consolidated results comprise a prioritised set of cross-sector requirements, technology
roadmaps, policy and action recommendations in the three areas of policy, business, and
society.

2.1. Background

One of the core results of the BIG project are a set of sector-specific roadmaps for the uptake of
big data in a total of 10 selected economic sectors. In a matrix approach they are developed in
conjunction with technical working groups covering the five technology areas of the data value
chain. Four deliverables document the resulting assets and contain the following material: (1)
D2.2.2 contains technology white papers, (2) D2.3.2 contains the sector specific requirements
for big data applications, (3) D2.4.2 Sector roadmap contains the sector specific roadmaps and
this deliverable contains a consolidated roadmap that cuts across the sectors.

The following sectors are covered in the BIG project:
Healthcare

Public

Finance and Insurance

Telecom, Media & Entertainment

Energy, Transport, Manufacturing, and Retalil

O¢ O« O¢ O« O«

"This isn't just a high-tech story, a U.S. story, a private-sector story, a large-company story or a
startup story. Digitalization is transforming all types of companies and public sector agencies.
More often than not, these transformations represent both massive opportunities and

substantial challenges. Digitalization is no't onl vy a way t o gai

Dave Aron

Or, this not Neuland as the German would say since the McKinsey report of 2011.
The following table provides some examples how Big Data will for example impact the
sectors health and public administration in Europe.

2 http://www.bigdatavalue.eu/index.php/7-pages/64-big-data-public-private-partnership-signature
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Approx. % of GDP Additional GDP® per Sector

Sector Added Value (Eurostat) (Demoseuropa)
Health® 150-300B Euro 10 5%
Public® 90B Euro 6 13%

Table 4. Big Data effects on sector health and public in Europe

2.2. Objectives and Scope

The consolidated r oadmap & ssectgrimlablisthessaareqgairentents anddl e nt i f
goals and how they relate to the projected developments in technology. They aim to maximize

and sustain the impact of big data technologies and applications in the various industrial sectors

thus identifying and driving opportunities in Europe.

As far as available, the roadmap needs be quantified and allow for a well-founded prioritisation
of technologies, applications, and other action items (e.g., policies).

The three main target audiences for the roadmaps are all stakeholders involved in (i) industrial
applications using big data, (ii) technical offerings for big data, and (iii) regulators and support
agencies.

2.3. Cross-Sectorial Roadmap Methodology

Along the the sector roadmap methodology (see in the appendix) we created the following
methodology: To create the sector specific roadmaps, we followed a four phase approach, and
having as starting point the roadmap process as laid out in section 3.3.2 Sector Roadmaps of
BIG deliverable D2.1 Organisation Structure and Operational Procedures and adopted that in
course of the project.

Each sector has followed the same methodology described in the BIG deliverables D2.1 and
D2.4.2, to produce specific roadmaps. Some cross sector consolidation and homogenization of
requirements job was done in order that all sectors using the same descriptions, and also
avoiding the overlapping of similar requirements.

As outlined in the Report following methodology for the several roadmaps of each sector has
taken place.

3 Big and open data in Europe:
http://www.demosservices.home.pliwww/files/Big%20and%200pen%20Data%20Report%20-
%?20Final%20Report.pdf

4Applied assumptions by BDAV from the McKinsey GIlobal Il nsti
competition, and productivityo, June 2011, to the European
5Exploring Data-Driven Innovation as a New Source of Growth i mappi ng the policy issues ra

Report from OECD 18 June 2013.
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These phases are:
1. Investigation phase to identify sector requirements and big data technologies

2. Consolidation phase to establish a common understanding of requirements as well as
technology descriptions across domains

3. Mapping phase to identify any technologies needed to address the identified cross-
sector requirements

4. Temporal alignment to highlight which technologies need to be available at what point in
time by incorporating the estimated adoption rate by the involved stakeholder.

For the cross-sector analysis, in phases 1 and 2, any requirements that were requested by at
least two sectors were included into the cross-sector roadmap definition. Thus, 17 cross-sector
requirements could be identified and will be explained in further detail in the following section
(see list below).

Foll owi ng this consolidation and alignment of
technology roadmap, a prioritisation of the requirements has been carried through, based on a

set of 13 criteria, as detailed in section 3.8. Criteria range from quantitative market size to

growth potential, including societal and environmental aspects and the competitiveness of
European players. The resulting ranking is shown in Figure 2 of section 3.8.

As a final consolidation of these data, and taking stakeholder input into account (see below),
action items and roadmaps have been collated for three areas: policy, business, and society.
These are found in chapter 4.

Stakeholder input has been compiled by the stakeholder engagement team from a highly
valuable group of experts in technology and the sectors (see details in stakeholder report). This
group of people was questioned in additional workshops, meetings, calls, questionnaires with
the main goal to provide feedback. Additionally we used some data from the public consultation
and workshop of the Big Data Value Association. The aim was to get an as much European
specific focus as possible. The latter input has also been used for a SWOT analysis (in the
appendix) that we also used by focussing on weaknesses, opportunities, and threats which
were prioritised and merged into the technical requirements.
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3. Consolidated requirements

In order to establish a common understanding of requirements as well as technology descrip-
tions across domains, the sector-specific requirement labels were aligned. Each sector provided
their requirements with the associated addressed user needs. In dedicated meetings, similar
and related requirements were merged, aligned or restructured. Thus, the initial list of 13 high-
level requirements and 28 sub-level requirements could be reduced to 5 high-level requirements
and 12 sub-level requirements (cf. Figure 1).

| Data Management Engineering W m RET

e Data Enrichment TME | HEA™|
* Data Integration SHEAR] “PUB | F&T L TME "]
* Data Sharing SREAS]-PUB™] “F& ™

e Real-time Data Transmission ...

Data Quality

e Data Improvement " TME |

Data Security and Privacy

Data Visualization and User Experience

Deep Data Analytics

Modelling and Simulation .o
Natural Language Analytics ...

e Pattern Discovery PUB™YF&IT T TME
¢ Predictive Analytics ["PUB™ I TME™
e Prescriptive Analytics “TME§ E&T |
* Real-time Insights CPUBSISTVIES] E&T |
» Usage Analytics F&I | TME |
Health
“ Public

m Finance & Insurance

| TME"] Telecom, Media & Entertainment

Energy & Transport
Manufacturing

G300 Retail

Figure 4: List of cross-sectorial requirements (and demanding sectors)

For the cross-sector analysis, any requirements that were requested by at least two sectors
were included into the cross-sector roadmap definition. Thus, 17 cross-sectorial requirements
could be identified and will be explained in further detail in the following section.

© BIG consortium Page 23 of 57



(D)
= BIG 318062

3.1. Data Management Engineering

The requirement Data Management Engineering aims at efficient strategies to manage and
adapt the various heterogeneous data sources and technologies.

3.1.1 Data Enrichment

The requirement Data Enrichment aims to make unstructured data understandable across
domains, application, data level and value chain.

In the healthcare domain, data enrichment if of high relevance, as 90% of health data is only
available in unstructured format without semantic labels informing applications about the con-
tent of the data. In particular approaches for the semantic annotation of medical images and
medical text are needed

In the telecom and media domain, data enrichment includes ontologies (e.g. eTOM SID), data
transformation, addition of metadata, formats, etc. taking into account that the data sources are
heterogeneous (including social media information or audio, for example). Customer, traffic data
and social network information need to be correlated. Data coming from different sources and in
different formats, produced by heterogeneous systems have to be processed together.

In order to address the following technologies and associated research questions need to be
addressed:

0 Information Extraction from medical text (health)
0 Image understanding algorithm (health)
0 Standardized Medical Annotation Framework (health)

3.1.2 Data Sharing and Integration

The requirement Data Sharing and Integration aims to establish a basis for the seamless inte-
gration of multiple and diverse data sources into a big data platform. The lack of standardized
data schemas, semantic data models, as well the fragmentation of data ownerships are impor-
tant aspects that need to be tackled.

As of today, less than 30% of health data is shared between healthcare providers (Accenture,
2012). In order to enable seamless data sharing in the healthcare domain standardized coding
system and terminologies as well as data models are needed.

In the telecom domain, data has been collected for years and classified according to business
standards based on eTOM® but the data reference model does not yet contemplate the inclu-
sion of social media data. Since the SID model can be extended, this would not be an issue. A
unified information system is required including data from both the telco player and the cus-
tomer. Once this information model available, it should be incorporated in the eTOM SID refer-
ence model and taken into account in big data telecom specific solutions for all data (social and
non-social) to be integrated together (including all social media platforms).

® eTOM. (n.d.). TM Forum. Retrieved from Business Process Framework:
http://ww.tmforum.org/BestPracticesStandards/BusinessProcessFramework/1647/Home.html
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In the retail domain, standardized product ontologies are needed to enable sharing of data
between product manufacturers and retailers. Services to optimize operational decisions in
retail are only possible with semantically annotated product data.

In the public sector data sharing and integration are important to overcome the lack of stand-
ardization of data schemas and fragmentation of data ownership, to achieve the integration of
multiple and diverse data sources into a big data platform. This is required, for example, in the
cases where it has to be performed a data analysis from data belonging to different domains
and owners (e.g. different agencies in the public sector) or integrating heterogeneous external
data (from social networks, sensors) to obtain additional information from sentiment analysis
technologies.

In the financial services industry several factors have put organizations in a situation with a
large number of different data sets that lack interconnection and integration. Organizations
recognize the potential value of interlinking such data sets to extract information that would be
of value either to optimize operations, improve services to customers, or even create new
business models. Existing technology can cover most of the requirements of the financial
services industry, but technology is still not widely implemented.

In order to address these requirements, the following technologies and associated research
guestions need to be tackled:

0 Semantic data models (health)
0 Semantic Knowledge models (health)
0 Context information (health)
0 Entity matching (retail)
0 Scalable triple stores (retail)
0 Keyl/value stores (retail)
0 To facilitate the integration from data acquisition (public)
3 RQ: Advances in data fragment selection, sampling, scalability
0 Linked Data provides the best technology set for sharing data (public)
3 RQ: Linked data scalability, dealing with high speed of data and high variety
3 RQ: Making semantic systems easy to use by non-semantic experts
3 RQ: Robust scalable mechanisms for provenance
3 RQ: Scalable automatic data and schema mapping mechanisms
0 Metadata and data provenance frameworks (public)
3 RQ: Standards for data tracing formats
3 RQ: Provenance on some storage systems is computationally expensive
0 Scalable data mapping mechanisms (finance)
0 Near real-time processing of data streams (finance)

3.1.3 Real-time Data Transmission

The requirement Real-time Data Transmission aims at acquiring (sensor) information in real
time.

In public sector this is closely related with the increasing capability of deploying sensors in some

scenarios, like in Public Safety Smart Cities. The image sensors have followed Mo or e 6 s
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doubling megapixel density per dollar every two years’. It will be required to provide distributed
processing and cleaning capabilities for image sensors in order to do not collapse the trans-
mission channels® and provide just the required information to the real-time analysis systems
that will be feeding the situational awareness picture systems for decision makers.

In manufacturing sector sensor data must be acquired at appropriate, often high, sample rates
and also be transmitted close to real-time to be used effectively. Decisions can be made at
central planning, command, and control points or can be made in a distributed fashion at local
machinery or plant divisions. Data transmission may additionally be hampered by the hostile
working environment in manufacturing. Data transmission must be sufficiently close to real-time,
greatly improving on the currently long intervals (hourly or larger) in which inventory data is
sampled. Data transmission may additionally be hampered by the hostile working environment
in manufacturing.

For the retail sector it is important that the data from sensors inside the store is acquired in real-
time. This includes e.g. visual data from cameras and customer locations from positioning
Sensors.

In order to address the following technologies and associated research questions need to be
addressed:
0 Technology: Storm (public)
3 RQ: Distributed processing and cleaning?
0 Technology: Current best practice: write optimized storage solution (e.g. HDFS),
Columnar stores (public)
3 RQ: What are best practices to persistently store a high velocity data? How to
improve random read/write performance of database technologies.

3.2. Data Quality

The requirement Data Quality describes the need to capture and store health data in high
quality such that analytics applications can use the data as reliable input to produce valuable
insights.

In contrast to many well-known big data applications in other sectors that allow to generate
valuable insights by mainly looking for patterns in data, big data applications in the healthcare
domain need to fulfill high data quality standards in order to derive reliable insights for health-
related decision. For instance, the features and parameter list used for describing the patient
health status need to be standardised in order to enable the reliable comparison of patient
(population) data sets

In the telecom and media sectors, despite the fact that data has been collected already for
years, there are still data quality issues that make the information unexploitable without pre-

"PWC. (2013-2014): Image sensor: Steady growth for new capabilities. Retrieved from PWC:
http://ww.pwc.com/gx/en/technology/mobile-innovation/image-sensor-steady-growth-

new-
capabilities.jhtmihttp://www.tmforum.org/BestPracticesStandards/BusinessProcessFramework/164
7/Home.html

8 Jobling, C. (2013, July 31): Capturing, processing, and transmitting video: Opportunities and

challenges. Retrieved from Military embedded systems: http://mil-embedded.com/articles/capturing-processing-
transmitting-video-opportunities-
challenges/http://www.tmforum.org/BestPracticesStandards/BusinessProcessFramework/1647/Ho
me.htmlhttp://www.tmforum.org/BestPracticesStandards/BusinessProcessFramework/1647/Ho
me.htm|
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processing. This happens for example for data shared among different systems (e.g. service
status), which might not be synchronised, or for free text assessed at Customer Care level.

In retail, data from sensors and data extracted from the internet like customer personal data and
product data is often error prone. Data improvement procedures are required to remove
incorrect/ redundant data and noise.

In financial services, data quality is not an issue in internally generated data sets, but
information collected from external sources may not be fully reliable.

In order to address the following technologies and associated research questions need to be
addressed:

0 Provenance Management (health)

0 Human Data Interaction (health)

0 Unstructured Data Integration (health)

0 Semantics (retail)

0 Human validation via curation (retail)

0 Automatic removal of large amounts of noise at scale (retail)
0 Scalable semantic validation (retail)

3.2.1 Data Improvement

The requirement Data Improvement aims at removing noise / redundant data, checking for
trustworthiness, and adding missing data.

In the telecom and media sector, this relates to the ability to improve the commercial offer of the
service provider based on the available information in traditional systems as well as advanced
techniques such as predictive, speech or prescriptive analytics.

In the retail sector, both sensor data and data extracted from the internet, like product data and
customer personal data, is error prone and needs to be checked for trustworthiness. Therefore
data improvement procedures are required that help to remove incorrect/ redundant data and
noise.

3.3. Data Security and Privacy

The requirement Data Security and Privacy describes the need to protect highly sensitive
business related and personal data from unauthorised access and damage. This, it addresses
the availability of legal procedures and technical means that allow the secure and privacy
respecting sharing of data.

Especially in terms of big healthcare data applications, an even stronger emphasis has to be put
on data privacy and security since some of the usual privacy protection approaches could be
bypassed by the nature of big data. For instance, in terms of health related data, anonymisation
is a well established approach to de-identify personal data. Nevertheless, the anonymised data
could be re-identified® when aggregating big data from various different data sources.

% El Emam K et al. (2014): De-identification methods for open health data: the case of the Heritage Health Prize
claims dataset. In Journal of Med Internet Res. 2012 Feb
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Big data applications in retail require the storage of personal information about the customer
and the staff to be able to provide tailored services. It is very important that this data is stored
securely to ensure the protection of customer privacy.

In the manufacturing sector, there are conflicting interests in storing data on products for easy
retrieval and protection of data from unauthorised retrieval. Data collected during production
and use may well contain proprietary information concerning internal business processes. IPR
needs to be protected as far as it is encoded in product and production data. Regulations for
data ownership need to be established, e.g., what access may the manufacturer of a production
machine have to usage data.

Privacy protection for workers interacting in an industry 4.0 environment needs to be
established. Data encryption and access control into object memories needs to be integrated.
European and world-wide regulations need to be harmonized. There is also a need for data
privacy regulations and transparent privacy protection implementations.

As far as the telecom and media sector is concerned, one of the main concerns is that big data

policies apply to personal data, i.e., to data relating to an identified or identifiable person but it is

not clear whether the core privacy principles of the regulation apply to newly discovered know-

ledge or information derived from personal data, especially when the data has been anonymi-

sed or generalised by being transformed into group profiles. Indeed, privacy is a major concern.

According to recent well known reports'®, the US National Security Agency (NSA) has been
intercepting personal e-mail and instant messaging accounts around the world. The collection of

this personal data depends on secret arrangements with telecommunications providers or allied
intelligence services in control of facilities t
Obviously, this kind of pr acthickisesseftial fouBiglhatact&k t h e
be exploited by service providers. " @uealsntas68| at es

percent of the I nternet population acrossnotll c ol
tracko (DNT) f e ayt available, wtiich clearly Wghbghtsesansei aimount of end
usersd antipathy towards online tracking. This [

be rich in order in order for businesses to use it.

Finding solutions or mechanisms to ensure data security and privacy may unlock the massive
use of big data in the public sector; even it is not directly related with the properties of big data.
Advances in the protection and privacy of data are key for public sector, as it may allow the
analysis of huge amounts of data owned by the public sector without disclosing sensitive infor-
mation, as in many cases, the public sector regulations restrict the use of data for different
purposes for which it was collected. These privacy and security issues are also preventing the
use of cloud infrastructures (processing, storage) by many public agencies that deal with sen-
sitive data. A new approach of security in cloud infrastructure may unlock this barrier.

Data security and privacy requirements appear in the financial sector in the context of building
new business models based on data collected by financial services institutions from their
customers (individuals). Information could lead to identification of individuals, but aggregation of
data allows anonymous of such data for effectively launching new business models and
services. Even more innovative and productive services could be created without the restric-
tions of personal data protection, or with technologies that would reconcile the use of data and
the privacy requirements.

27;14(1)http://www.tmforum.org/BestPracticesStandards/BusinessProcessFramework/1647/Hom
e.html

The Guardian: The Guardian. (s.f.). Retrieved from http://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-
surveillance-revelations-decoded#section/1
11Ovum. (s. f.). Retrieved from http://ovum.com/press_releases/ovum-predicts-turbulence-for-the-internet-economy-as-more-than-
two-thirds-of-consumers-say-no-to-internet-tracking/
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In order to address the following technologies and associated research questions need to be
addressed:

0 Hash algorithm (health)

0 Secure data exchange (health)

0 De-identification algorithm (health)

0 Data storage technologies to Encrypted storage and DBs; proxy re-encryption between

domains; automatic privacy-protection (public)
3 RQ: Advances in "privacy by design" to link analytics needs with protective
controls in processing and storage.
Research Question and Technologies (Content from Brainstorming)
0 Metadata description for handling data privacy information (Data Analysis)
o Encrypted Storage (Data Storage, Data Acquisition)
o Data Provenance to enable usage transparency (Data Storage, Data
curation, Data Acquisition, Data Analysis)
0 Anonymization algorithm (Data Analysis, Data Storage)
0 Anonymization technologies (avoiding inference of data from multiple sources) (financial
services)

3.4. Data Visualization and User Experience

The requirement Data Visualization and User Experience describes the need to adapt the
visualization to the user. This is possible by reducing the complexity of data and interrelations
as well as results of analysis.

In retall, it will be very important to adapt the information visualization to the specific customer in
future. An example for this are tailored advertisements which fit to the extracted profile of the
customer.

In manufacturing human decision making and guidance need to be supported on all levels: from
the production floor to high-level management. Appropriate data visualisation tools must be
available and integrated to support browsing, controlling, and decision making in the planning
and execution process. This applies primarily to general big data but extends to and includes
special visualisation of spatio-temporal aspects of the manufacturing process as described in
spatial and temporal analytics.

In order to address the following technologies and associated research questions need to be
addressed:

0 Apply user modelling techniques to visual analytics (retail)

0 High performance (retail)

0 Large scale visualization based on adaptive semantic frameworks (retail)
0 Multimodal interfaces in hostile working environments (manufacturing)

0 Natural Language Processing for highly variable contexts (manufacturing)
0 Interactive Visualisation and visual queries (manufacturing)

3.5. Deep Data Analytics
The requirement Deep Data Analytics is the application of sophisticated data processing

techniques to yield information from large and typically multiple datasets comprised of both
unstructured and semi-structured data.
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The sub-level requirement Modelling and Simulation covers domain-specific tools for modelling
and simulation of events according to changes from past events.

The sub-level requirement Natural Language Analytics aims at extracting information from
unstructured online sources (e.g. social media) to enable for instance sentiment mining.

The sub-level requirement Pattern Discovery aims at identifying patterns and similarities.

The sub-level requirement Real-time Insights enables analysis of real-time data for instant
decision making.

The sub-level requirement Usage Analytics provides analysis of the usage of product, service,
resources, process, etc..

The sub-level requirement Predictive Analytics utilizes a variety of statistical, modelling, data
mining, and machine learning techniques to study recent and historical data, thereby allowing
analysts to make predictions about the future.

The sub-level requirement Prescriptive Analytics focuses on finding the best course of action for
a given situation, and belongs to a portfolio of analytic capabilities that include descriptive and
predictive analytics. Prescriptive analytics is related to both descriptive and predictive analytics.
While descriptive analytics aims to provide insight into what has happened and predictive
analytics helps model and forecast what might happen, prescriptive analytics seeks to
determine the best solution or outcome among various choices, given the known parameters.

In the public sector, deep data analytics can help in several scenarios where information should
be extracted from data, as in the scenario of monitoring and supervision of on-line gambling
operators, where detecting specific criminal or illegal behaviours using pattern discovery, and
even getting real-time insights when the information is received from the sources and some
actions may have to be taken instantly, like in the supervision of some markets regulated by the
public sector (energy, telecommunications, stock markets, etc.).

Other application scenarios need also deep data analytics, as in the case of the public safety in
smart cities, where real time insights can enable the analysis of fresh / real-time data for instant
decision making, to build situational awareness systems using real time data provided by
networks of sensors and near real-time data captured from social networks through natural
language analytics, to extract information from unstructured online sources (e.g. social media).
In this scenario it can also be applied modelling and simulation domain specific tools for
simulation of events according to changes from past events to anticipate the results from
decisions taken to influence the current conditions in real-time (e.g. managing large crowds of
people in public events).

Other application scenarios like predictive policing may require the use of predictive analytics to
provide insights based on the learning from previous situations, in order to deploy optimal
security resources allocation, according to the prediction of incidents, that may be based on
temporal patterns or related to specific events of any kind (sports events, weather conditions, or
any other variable).

For telecom and media sectors, deep data analytics is required in order to improve customer
experience management, either by tailoring the offerings, customer care attention or by
proactively adapting resources (e.g. network) to meet the customer expectations in terms of
service delivery. This can be achieved by obtaining a 360° customer view, which allows
knowing better the customer and predict his needs or demands. Advanced and flexible
customer segmentation, knowing the customer likes and dislikes, deeply analysing usage
habits, customer interactions, etc. helps the communication and content service providers find
patterns and sentiment out of the data, allowing cross selling based on multiple factors. Since
the quality of experience (QoE) and the customer satisfaction can vary very quickly (as mood
does), analytics should ideally provide the means to calculate and automate the best next action
in real time.
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State of the art technologies for analysing big data at scale are there and see high adoption
rates in web-related sectors, however, have not found adoption in energy and transportation
sectors.

Historical and online analytical processing of big data will be adopted eventually, since the
insights gained will make planning and operations more precise. Real-time analytics on the
other hand, still faces some technological challenges, which may well be the reason for the lack
of adoption of real-time analytics in energy and transportation: Manual steps in typical data
analytics processes, such as data wrangling for example, do not scale for the speed and
volume of data to be analyzed in operational efficiency scenarios in energy and transportation
optimization. Additionally, real-time insights are of negligible value, if the stakeholders, e.qg.
operators, have no options to take actions based on that insight in real-time, too. If their only
option is to implement improvements for the future, then state of the art capabilities for historical
analyses or online analyses, and predictive analytics are sufficient. The Gartner Hype Cycle for
Emerging Technologies in 2013 found that predictive analytics is reaching plateau of
productivity within less than 2 years.

In the retail domain, operational decisions can be optimized by analysing unstructured data from
the internet. This can be information about upcoming regional events, weather data or even
potential natural disasters that can be extracted from social networks using natural language
analytics. Data, like visual data from cameras, acquired from sensors inside the store needs to
be analysed to extract specific patterns, like movement patterns of customers. Customer
segmentation is possible by analysing customer-product and customer-staff interactions. This
information can also be used to run prescriptive analytics. These are e.g. required to allow
intelligent inventory, intelligent staff scheduling and floor plan/ product location optimization.
Customer movements also provide useful information to run queuing simulation to optimize
customer-cash distribution.

In the financial services sector deep data analytics has application in improvement of internal
operations and also in development of new business models thanks to the insight obtained with
the analytics.

In order to address the following technologies and associated research questions need to be
addressed:

0 Encrypted storage (retail)
0 Information extraction (retail)
0 Linked Data (retail)
0 Named entity recognition (retail)
0 Sentiment analysis (retail)
0 Machine learning (retail)
0 Linked Data/semantics (public)
3 RQ: Integrating semantics into large scale modelling and simulation
environments.
0 Lambda architecture, temporal databases (public)
3 RQ: How can time-series data be managed in a general way for effective
analysis?
0 Standards in (semantic) modelling; application of simulation in planning (public)

3 making models explicit and/or transparent
0 Information extraction, named entity recognition, machine learning, Linked Data. (AN)
Entity linking and co-reference resolution. (public)
3 RQ: Increasing scalability and robustness
Validation of of pattern analytics outputs and Natural Language Analytics outputs with
humans via curation (public)

O«
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3 RQ: Curation at scale depends on the interplay between automated curation
platforms and collaborative approaches leveraging large pools of data curators
Distributed File systems (HDFS), noSQL Databases (especially key/value and document
stores). (public)
3 RQ: How can unstructured data be stored in large scale for later analysis? What
are best practices to store and manage unstructured data?
0 RQ: How can Natural Language Analytics be integrated into Data Usage Scenarios?
(public)
0 Semantic pattern technologies including stream pattern matching (public)
3 RQ: Scalable complex pattern matching.
0 Analytical Databases (public)
3 RQ: How can machine learning be effectively integrated in database systems?
3 RQ: How can databases efficiently support predictive analytics?
0 Linked Data and machine learning technologies can support analysis. Large scale
reasoning (public)
3 RQ: High performance while coping with the 3 Vs. Combining large scale
reasoning with statistical approaches
0 Predictive Maintenance: predict failures, determine maintenance intervals. Support for
failure analysis. (public)
3 RQ: Extend predictive analytics to prescriptive analytics.
0 Drill, Impala, In-memory databases. (public)
3 RQ: How can ad-hoc queries on large data sets be executed with minimal
latencies?
0 Complex Event Processing applies Business Rules (or other frameworks) continuously
on defined (short) interval of real time data stream with low latency. (public)
3 RQ: In-memory technology, new visualization and interaction techniques,
automatic system reactions.
Historical and online analytical processing: Apache Mahout (energy & transport)
Real-time and in-stream analytical processing: Apache Spark, Amazon Kinesis, Google
Dataflow (energy & transport)

(@]

O¢ O«

3.6. Prioritisation

A useful roadmap should have selection criteria regarding the priority of all selected items to
show intersections between the different areas - technologies, use cases, requirements, emer-
ging trends etc. In particular, when identifying high-level application scenarios we conducted a
clustering phase followed by a ranking phase, the latter based on such priorities. In the Techni-
cal Working Groups, we focused on the identification of key topics and consider mainly the land-
scape for Big Data generation, where the Sector Forums will consider mainly Big Data
consumption, i.e., use cases.

As the basis for each ranking, we used a table-based approach that evaluates each

candidate according to a number of applicable parameters. In each case, these parameters
were collected with the goal of being sector independent. Furthermore, we investigated
guantitative parameters where possible and available.

In accordance with our stakeholders, we considered the following parameters (hnumbers if they

were available, otherwise scales from 1 to 4) in order to prioritize and also rank the various
technical requirements.
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number of affected sectors

size of affected sector(s) in terms of % of GDP

estimated growth rate of the sector(s)

possible prognosticated estimated growth rate by the sector due big data technologies
estimated export potential of the sector(s)

estimated unblocking of new technologies through that technology

estimated potential cross-sectorial benefits

estimated societal impact

estimated environmental impact

estimated innovation potential

estimated potential this technology has higher changes for European companies
technology already lead by European company

short term low hanging fruit

O« O« O« O¢ O« O¢ O« O« O« O« O« O« O«

In contrast to technology roadmap developments accomplished in the context of a single
company, our approach covers the development of a technology roadmap for the European
market across different sectors. This roadmap includes the feedback from our stakeholders, the
market players.

Not all relevant numbers and inputs were available as the speed of technology development
relies on several factors (e.g., market adoption), we rely on forecasts and (our own) estimates.
As a consequence, it is not always possible to come up with precise numbers needed for the
providing the timeline of technology milestones and defining specific impacts.

We estimated the priority of following technical requirements with the approximated and
sometimes missing numbers. Further detailed research is recommended.

High-level requirement ‘ Low-level requirement

Data Management Engineering

Data Management Engineering

Data Enrichment

Data Management Engineering

Data Integration

Data Management Engineering

Data Sharing

Data Management Engineering

Real-time Data Transmission

Data Quality

Data Quality

Data Improvement

Data Security and Privacy

Data Visualization and User Experience

Deep Data Analytics

Deep Data Analytics

Modelling Simulation

Deep Data Analytics

Natural Language Analytics

Deep Data Analytics

Pattern Discovery

Deep Data Analytics

Prescriptive Analytics

Deep Data Analytics

Real-time Insights

Deep Data Analytics

Usage Analytics

Deep Data Analytics

Predictive Analytics

Table 5. Cross-sectorial requirements
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Scoring of technical cross-sectorial requirments

Level 1: important requirements
Level 2: very important requirements
Data . Level 3: urgent requirements

Improve-
ment

Data
Quality

Real-time
Data
Transmission

Data !
Management
Engineering

Modelling
and
Simulation

Natural
Language
Analytics

Analytics

Figure 5: Cross-sectorial requirements prioritized

Colour indicates the level of estimated importance, size of the bubble the estimated affected
sectors of the industries.
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4. Action Plan and roadmaps for policy, businesses
and society

There are several aspects to consider in order for Big Data to provide a beneficial impact on
society and to create growth and jobs for Europe.

4.1. The big data ecosystem and enabling environment

Big Data will soon become ubiquitous practice in both the public and private worlds. It is not a
standalone solution and depends on many layers like infrastructure, IOT, broadband access,
networks, open source. Furthermore, it includes also non-technical issues.

It has to be embedded in an EU-Framework and the European business agenda. Policymakers
therefore need to act in a timely manner to promote an environment that is supportive to organi-
zations seeking to benefit from this inevitable progression. Failure to develop comprehensive
environment readiness in the next few years carries the risk of losing further competitive advan-
tage in comparison to other countries.

In the next paragraphs we outline the most urgent and challenging issues for big data in Europe
based on our research. This includes the feedback from our stakeholder with regard to policy,
business and society within the following categories:

0 General European aspects

0 European market and business
0 Technical aspects

0 European data and content

0 European education and skills
0 European data usage

The outcomes of these roadmaps will foster the creation of a more stable big data environment.
It enables enterprises, business, particularly web entrepreneurs and SMESs, and also the society
to gain the benefits of Big Data in Europe.

4.2. Policy

The role of the policies and agendas of the European Union to push Big Data forward is essen-
tial. They will ensure that Big Data can reach its full potential in Europe.

© BIG consortium Page 35 of 57



BIG 318062

Policies

1. Education, Big Data Best continent
skills education for Big Data
shortcomings education
are tackled.
2. Single digital | Focus on Single
market creating European
Single Data Market
European for 500 Million
Data Market. users
established.
3. Funding for | Trying notto | Catching up Catching up | Catchingup | 2x size of VC
Big Data lose further scene in
technology ground (850 Europe as of
Mio.) 2015
4. Open data & | Discussion Announcemen Europe
data silos open t open leading in
government by default Open Data.
data by policy. Minimized
default. data silos.
5. Privacy & Starting Good
legal public balance for
debate, people and
#EUDataP business
signed reached
6. Foster Continuing Sectors
technical fostering the closing in to
infrastructure IT US / Asia
environment

Table 6. Policy roadmap

4.2.1 Education & Skills

This is one of the most crucial areas for the long term success of Big Data in Europe. There is
already a huge shortage of IT and Big Data professionals and Europe might face a shortage of
up to 900,000 ICT professionals by 2020%, risking its potential for growth and digital
competitiveness. According to various studies the demand for specific Big Data workers (e.g.,
Data Scientists, Data Engineers, Architects, Analysts) will further increase by up to 240% in the
next 5 years™ and which results in additional 100.000 data-related jobs by 2020. This problem
affects not only the Big Data domain, but also the whole digital landscape and has to be
addressed in a general, broad and urgent manner in terms of data and code-literacy from early
age on. This should be integrated into standard curriculum. Specific Big Data skills like data
engineering, data science, statistical techniques and related disciplines should be taught on

E http://europa.eu/rapid/press-release_IP-14-1129 en.htm

http://ec.europa.eu/information_society/newsroom/cf/dae/document.cfm?doc_id=6243http://www.tmforum.org/BestPrac
ticesStandards/BusinessProcessFramework/1647/Home.html
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higher education levels. Easier working permits for Non-Europeans should also be considered
to help the European Big Data economy.

Recognize and promote digital literacy as an important 21st century skill.

4.2.2 Single European data market

Despite the fact that the digital economy has ex
is still functioning best in more traditional areas like the trade of goods. It has so far failed to
adapt to many of the challenges of the digital economy.

An established single digital market could lead the world in digital technology. This means com-
bining 28 different regulatory systems which of course is a major challenge. Further tasks re-
garding this goal include removing obstacles, tackle fragmentation, technical standards and
interoperability. To reach this goal by 2019 is a quite ambitious, but it is a necessary step
towards a future European common data area.

Policymakers should promote harmonization.

4.2.3 Funding for Big Data technology

Public funds should increase. There is a lack of appropriate funding for research and innovation.
Given the current budget constraints in Europe, alternative approaches might be considered
(such as providing legal incentives for investment in Big Data, European Investment Bank, ...).

Europe is also lacking an entrepreneurial atmosphere (see venture capital spent per capita in
comparison to USA or Israel). Fostering a better private financing environment for start-ups and
SMEs is crucial.

Providing a more friendlier start-up environment and access to funding.

4.2.4 Privacy & Legal

When it comes to privacy rights and Big Data we face the cumulative failure of a missing Euro-
pean Digital Single Market and missing unified user rights. This should be urgently addressed,
since confidence and adoption of the technology is dependent on the trust of the user. Accor-
ding to latest information EU-Data should be signed in 2015, but a broader discussion will still
be needed. Another law which has to be considered is copyright. A further question is whether
there is a right of data ownership right. No matter how quickly technology advances, it remains
within our power to ensure that we both encourage innovation and protect our values through
law, policy, and the practices we encourage in the public and private sector. To that end, policy-
makers should set clear rules regarding data privacy so that organizations know which personal
data they can store and for how long, and which data are explicitly forbidden by privacy regula-
tions and advance the consumer and privacy laws because consumers deserve clear, under-
standable, reasonable standards for how their personal information is used in the big data era.

Provide clear, understandable, reasonable rules regarding data privacy.
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4.2.5 Open data and data silos

Open data can also provide data for Big Data, but the main point here is to create a fast cultural
change within organization towards data sharing and transparency. This change could be really
supportive to deal with the Big Data challenges ahead. Additionally this could be helpful to gain
the benefits from opening up further data silos. Big open data should be the goal where possib-
le. The only, minimum and non-radical, demand is: openness by default in Europe. The sooner
European governments are opening up their data the higher the returns.

Harnessing data as public resource, using it to improve the deliver of public services,
and setting it as a lighthouse project to further power the big data revolution.

4.2.6 Foster technical infrastructure

Big Data is not a standalone solution and depends on many layers like infrastructure, 10T,
broadband access of users, networks, open source and many more. The cross-fertiliziation of
these layers is vital to the success of Big Data.

Technology Push i Strengthening European Technology Providers for Big Data
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4.3. Business

Business
1. Attitude of The change The change at
Change. Starts at the top the top in
at the top & should start. European
Entrepreneurial companies is
spirit finished.
2. Business Start looking Still
model out for new successfully
business looking out for
models. new business
models.
3. Privacy by Start Privacy by
design implementing design by
privacy by default.
design.
4. Education of Start Big
workforce educating companies
your work are almost
force on Big independent.
Data. Significant
increase of
Big Data
employees.
5. Start of the Major steps
Standardisation | standardisati in
on process. standardisati
on are done.
6. Increasing Start Minimum of
R&D increasing 25% more Big
the Big Data Data R&D
R&D
spending

Table 7. Business roadmap

4.3.1 Attitude of change

ABi g dat anead®tmipeadankied on a senior executive level and should not be left to the
I T department only. It should be tackled by
Frank Fleischle

The majority of European companies and their leaderships need to tackle this core issue,
making data, use of data and the necessary change for that a priority at the top level.
Entrepreneurial spirit at the top is needed to deal with fast changes and uncertainties in the Big
Data business world. Change, even with the possible consequence of failure, should be
embraced.
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4.3.2 Business Model
In the next years Big Data business models will undergo major changes in some areas.
Companies are still unclear what data analyses are of relevance and value for their business

and the ROI is often unclear, but recognize the need to analyze the data they amass. The
adaption to these changes will be crucial.

4.3.3 Privacy by design

Privacy by design should be one of the rules to gain more trust from the customers and users.

4.3.4 Education

There is a Big Data war for talent. Businesses should focus on training and educating their staff
regarding Big Data related subjects.

4.3.5 Standardisation

Create with other stakeholders and organizations new technology and data standards. The lack
of standards, due to the non-interoperability, for example of NoSQL databases and SQL
databases, is a major barrier for a faster adaptation rate.

4.3.6 Increasing R&D

Companies have to focus on not losing the edge and spend more on Big Data and Big Data
R&D.
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4.4. Society

Additionally to the roadmaps and actions plan we provide an action plan for the society in
Europe. Without the support of the European citizen, the legislation, regulation, adaptation and
business of the Big Data technologies can be even delayed and therefore not fully unfolding the
forecasted opportunities. An awareness campaign to unlock that huge hidden potential would
be really useful in order to motivate European citizen and society. This campaign could include
the embracement and presentation of role-models (especially females, and people with migra-
tion background). We expect a positive long term effect in the different IT and innovation
sectors.

Society 2016 2017 2018

1. Education, Are you already Four times the

skills coding? coders and big data

skill people in
Europe as in 2014

2. Collaborative Are you Leading continent

networks connected? with regard to

democratic Big Data
community.

3. Open data Are you already Europe as leading
engaging in open Open Data society.
data?

4. Are you data Significant increase

Entrepreneurship | engaged? of Big Data

engagement.

5. Engagement in | Are you voting or Europe is the most

Europe, Civil staying in contact digital and political

Society, Citoyen with your MEP? big data engaged

society

6. Privacy & Trust |What 6s yo Europe leading

in big data stance on privacy continent in privacy.
and big data? Do Significant increase
you trust Big of trust in Big Data.
Data?

Table 8. Society roadmap

4.4.1 Education & skills

Having knowledge of mathematics, statistics and being code- and data-literate, which is the
base for Big Data literacy, is beneficial in the data-driven society. Also in order to ensure
citizens of all ages have the ability to adequately protect themselves from data use and abuse, it
is important that they develop fluency in understanding the ways in which data can be collected
and shared, how algorithms are employed and for what purposes, and what tools and

techniques they can use to protect themselves. Such initiatives as for exampleic ode week f

Europeo are good example how that could be
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4.4.2 Collaborative networks

All segments of society, from hacker spaces to start-ups, from SMEs to bigger businesses, from
finance people to politicians in Brussels, have to push together the agenda for Big Data in
Europe. Europe has the chance to become the continent to embrace Big Data from a bottom up
democratic process.

4.4.3 Open Data

Open Data Is a good way to engage the citizen and to also show the positive sides of data for
organizational change, efficiency and transparency (of course only with non-personal open
government data). The goal should be Big Open Data in Europe.

4.4.4 Entrepreneurship, social entrepreneurship

The current ICT & big data developments impact the business world and society as a whole in
a tremendous way. Affordable access to tools, data, technologies and services is available to
every citizen like never before. The opportunity to change things for the better for the society
should be taken.

4.4.5 Engagement in Europe, civil society, citoyen

ltdés up to every person in Europe to change

well as to influence the politics and policies in Brussels. It would be helpful to make citizen
understand that "Europe is you" and their participation in the political life of the European
community within this era of digital transition is needed and required. The civil society has to

play a cruci al role, and for that iayéns rel ying

4.4.6 Privacy & Trust in Big Data

One crucial point for the speed of success in Europe will be an open discussion about the pros
and cons from Big Data to avoid privacy-related fall backs. The different points of views in the
European countries have to be addressed. Trust has to be established in an European Digital
Single Data Market where consumer and citizen rights (in sense of civil liberties) are protected.
Citizen have to raise their voice otherwise their demands want be heard in the discussion about
privacy, leading to less trust in Big Data.
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45. Research Timelines

In order to find out which technologies are needed at what point in time as well as how tech-
nologies interrelate with each other, a systematic approach for predicting technology develop-
ments is needed. The developed technology roadmaps establish such a framework by aligning
user needs and associated requirements with technological advances and the related research
questions.

In contrast to the technology roadmaps developments accomplished in the context of a single
company, our approach covers the development of a technology roadmap for the European
market. As a consequence, it was not possible to come up with a precise timeline of technology
milestones, as the speed of technology development and its adoption on the market relies a) on
the degree to which the identified non-technical requirements will be addressed and b) on the
extent to which European organizations are willing to invest in big data developments and use
case implementations.

In order to implement the scope of the technical goals laid out in the section 3. T Consolidated
Requirements and Roadmaps, Figure 2 depicts the estimated timeline it may take until the
different research challenges are solved by indicating expected outcomes that build on top of
each other.

However, these timelines do not highlight the most important areas to address at a strategic
level, that is, at EU policy level since this is tackled in the above sections.
For a more detailed version of the timelines per sector please refer to D2.4.2%.

* D2.4.2 Final version of Sector's Roadmap. 2014,
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Multilingual data

Data Management Engineering
Standardized Knowledge-based Annotation

Anomaly detection

Data provenance utomation fferential pr

1D technoll

Robus

2014 2015 2016 2017 2018 2019 2020
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Deep Data Analytics

Real-time automation of
analytics deployment

2014 2015 2016 2017 2018 2019 2020

Data Quality

Context-aware

Semantics

Human validation
via curation

Standardization of
product ontologies

2018 2019 2020

Efficient crowdsourced Robust data curation
data curation process infrastructures

2014 2015 2016 2017
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Sectors
Health
Public
Finance & Insurance
Telecom, Media & Entertainment

Energy & Transport

w Manufacturing
| RET | Retail

Figure 6: Timeframe of the major expected outcomes

Only for the retail sector it shows that most of the technologies that are necessary to implement
the described application scenarios already exist. The task of the retailers mainly is to put these
technologies into practice.
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